Pexomenpauuu ais kieHToB OO0 «UK « PUHITPOUHBECT» no obdecnieyenuro
HH(OPMALMOHHOM 0€30IaCHOCTH, 3a1IUTe HHPOPMALMH OT BO3/1eiiCTBHS BPEIOHOCHOI0 KOJa
npu padore B cetu «MHTEpHET» M UCMOIb30BAHUH CHCTEMbI JHCTAHIHOHHOIO 00CIy;KUBAHHS B
1eJIsIX MPOTHBOACHCTBUS He3aKOHHBIM (PMHAHCOBBIM ONEPAIUSIM.

1. O01mme mMoJ10KeHN s

1.1. Hacrosmme Pexomengaiuu mo ooecreueHno HHGOPMAIIMOHHONW 0€3011aCHOCTH, 3aIIUTe
uHpOpMaLMKM OT BO3JCHCTBUS BPEIOHOCHOTO Konxa mnpu pabore B cetn «MHTEepHET» UM mpH
UCIOJIb30BAaHUU CUCTEMBl JAUCTAHIIMOHHOI'O OOCIY)KMBAaHHUS B LENIAX MPOTUBOACHCTBUS HE3aKOHHBIM
¢uHaHcOBBIM omepauusMm (nanee — Pexomennanun) paspadoranst OOO «MK «dUHITPOMHBECT»
(masee — OpraHu3anus) B LEISIX 3allUThl (PUHAHCOBOW M MHOM MH(pOpMalMM OT BO3ACHCTBUS
BPEIOHOCHBIX KOJIOB (IIPOrpaMM), OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIA IyTEM MCIOIb30BAaHUS JIOKHBIX
(panbcuduuupoBanubix) pecypcoB cetu «MHTepHeT», IO 3alIUTe OT pPa3jIMYHBIX BHJIOB
MOIIICHHUYECTBA, B IIEJISX MPOTUBOACHCTBHUSA HE3aKOHHBIM (PMHAHCOBBIM OlepauusM. Pexomenaanuu
pa3paboTansl ¢ yueToM TpeboBanuil «llomoxeHust 06 ycTaHOBIEHUH 00s3aTENbHbIX 11 HEKPEIUTHBIX
(uHAHCOBBIX OpraHu3auuii TpeOOBaHUI K 00€CIEYeHHIO 3alUThl HHPOPMAMU IIPU OCYIIECTBICHUN
NeSITeIbHOCTH B cpepe (PUHAHCOBBIX PHIHKOB B IIEJISAX MPOTUBOJECHCTBUS OCYIIECTBICHNUIO HE3aKOHHBIX
(uHaHCOBBIX onepauuity, yreepxaeHHbIX bankom Poccun 20.04.2021 Ne 757-11.

1.2. llensto Pexomennauuii sBisercs nosenenue 10 Kinuenros Opranuzanuy nHpopManuu:

1) 0 BO3MOXHBIX pHCKax IOJYyYEHHUS HECAHKIIMOHMPOBAHHOIO JOCTyHa K 3allldliaeMoin
uHpoOpMaLMK, B TOM YHCIE C IEJIbl0 OCYIIECTBICHUS (PUHAHCOBBIX ONEpaluid, JIUIaMU, He
00J1a/1at01IMMHU TIPAaBOM HX OCYIIECTBIICHUS;

2) o Mepax IO HPEAOTBPALICHUIO HECAHKLUHMOHUPOBAHHOIO JIOCTyNa K 3allUIlacMOi
uH(popMalnu, B TOM YUCIIE IIPU yTpaTe (1moTepe, XuuieHnn) KinmeHToM ycTpoiicTBa, ¢ HCIOJIb30BAHUEM
KOTOPOTI'O MM COBEpIIAIMCh JEHCTBUS B LIEISAX OCYILECTBICHUS (PMHAHCOBOM OIepanuu, KOHTPOJIIO
KOH(HUTypamuu yCTPOICTBa, C HCIOIB30BaHHEM KOTOPOTro KiIMeHTOM COBEpIIAOTCs NEHCTBHS B LENIX
OCYyILIECTBIIEHUs] (UHAHCOBOM oOmepalMyd, U CBOEBPEMEHHOMY OOHApyKEHUIO BO3JCHCTBUS
BPEJOHOCHOTO KOJia (TIPOrpaMMBbl).

1.3. Pexomenmauuu JnoBoasrcss A0 cBeaeHus KiumeHtoB OpraHuzaluu IOCPEACTBOM
yBegoMieHus: KiMEHTOB B MOpsJKE, MPEAyCMOTPEHHOM JUIsl YBEIOMIIEHUH COOTBETCTBYIOIIMM
JIOTOBOPOM 00 OKa3aHHM YCIIYT Ha phIHKE LIEHHBIX Oymar u (Win) myTeMm pasmenieHus Pexomennanuit
Ha caiite Opranuzanuu.

2. OnpeneseHne TePMUHOB M COKPalleHU

2.1. B mnensx Hacrosmux PexoMmeHmauuii ykazaHHbIE HHXKE TEPMHUHBI U COKpallleHHs
UCIIOJIb3YIOTCS B CJIEYIOIINX 3HAYCHUSIX:

Bpenonocnas mnporpamMma (BpelIOHOCHBIH KOJ) - J00O€ MporpaMMHOe obOecredyeHue
(mporpaMMHBIH KOJ), MPHUBOAAILIEE K HAPYUIEHUIO IITaTHOrO (YHKIMOHUPOBAHUS CpPEICTBA
BBIUMCJIUTEIBPHON TEXHUKHU; NpPEJHA3HA4YEeH JUIsl IOJY4YEHHs HECAHKIMOHMPOBAHHOIO JOCTyNa K
BBIUMCIIUTENBHBIM pecypcaM ycTpoiictBa KnuenTta wim x mHpopManuu, XpaHUMOM Ha yCTpOWCTBe
KnuenTta ¢ 1enpl0 HECaHKUHMOHMPOBAHHOIO HCIIOJIB30BaHUS pecypcoB ycTpoiictBa Knmenra wim
IpUYMHEHUS Bpela (HaHeceHUs yuiepOa) Biaesblly MH(POpPMAIUH, W/WIM BIAJENbIly YCTpOWCTBa
Knuenta myrem BHeApeHUs B aBTOMAaTU3MpoBaHHbIE cucTeMbl, [IO, cpeacTBa BBIUMCIUTEIBHOU
TEXHUKH, TEJIEKOMMYHHKAallMOHHOe obOopynoBanue KimentoB - mosib3oBateneit  Cucrem
JUCTAHIIMOHHOTO OOCIY>KMBaHHs, W MPUBOAUT K YHUYTOXKEHHUIO, CO3[aHMIO, KOIHMPOBAHHUIO,
0JIOKMpOBaHMIO, MOAUGUKAIIMK W (WJIH) TIepeaadue 3alluiaeMod M WHOM WH(OpMaInu, a Takke K
CO3JIaHUIO YCIIOBUH JUI TAKOTO YHUUTOXKEHUS, CO3/IaHHsI, KOTTMPOBAHUsI, OJIOKHPOBaHU, MOAU(DUKALIUN
U (U1n) nepeaayu.

3amumaemas nHGOpMaIHs:

uHpoOpMalts, COAEPKAIIAsACA B JOKYMEHTAX, COCTaBJIIEMBIX ITPH OCYILECTBIECHUH (PUHAHCOBBIX
orepanuii B 3JeKTPOHHOM Buje paboTHukamu Oprannsanuu v (mnm) Knuenramu Opranuzanum,



uHpopmanus, HeoOxoaumass OpraHuzanuu s aBTOpH3alMH cBouxX KIMEHTOB B HENsxX
OCYILECTBJICHHs] (UHAHCOBBIX OINEpaluii U yJaocroBepeHHss mpaBa KIHMEHTOB pacnopskarbes
JICHEeKHBIMHU CPEJICTBAMH, IICHHBIMH OyMaraMu Wi MHBIM UMYIIIECTBOM;

uHpopmanuu o6 ocymectBieHHbIXx Opranu3anueil u ee KimmeHramMu (MHaHCOBBIX ONepaLusiX;

KIII04YeBass MHPOPMALIUS CPEACTB KpUNTOrpaduyeckoil 3amuTsl HHPOPMAIK, UCIIONb3yeMast
Opranuzanueit 1 ee KnueHtamu npu ocyniecTBieHUN (UHAHCOBBIX OIepaluil (B IpeayCMOTPEHHBIX
JIOTOBOPaMH Ha OKa3aHME YCIIYT Ha PhIHKE [IEHHBIX Oymar cirydasx).

HeynonHoMoueHHble HLa — JMLA, HE o0Jlajaroliye MPaBOM OCYILECTBIEHUS (PUHAHCOBBIX
onepauui.

HecaHKIIMOHMPOBAHHBIA JOCTYNl - HE3aKOHHOE JIMOO He pa3pelleHHoe obJaaaresieM
UH(OPMALIUU HCTIOF30BaHUE BO3MOXXHOCTH MOJTyYeHHUS HH(POPMAIIUU U €€ HCIIOJIb30BAHMS.

[Tonp3oBarens (Knuent) - obnagarens 3amuiniaeMod MHQOPMALUHU, MCIOIB3YEMOH Ul
npoBe/ieHUs] (PMHAHCOBBIX ONEpaLUii B paMKaX MCHOJHEHHUS 3aKIIOUEHHBIX Mexny OpraHuzanuen u
KnureHroM 10roBopoB Ha 00CTyKMBaHME Ha PhIHKE LIEHHBIX Oymar.

Caiit Opranuzanuu — opuuanbHbIi cailT Opranuzanuu B ceTn «MHTepHET», pa3MeneHHbIH 110
aapecy http://www.finproinvest.ru.

CucremMa JUCTaHIIMOHHOTO OOCTYXXHBAHUS — CHUCTEMbI JHUCTAHIMOHHOTO OOCITY>KUBAHHS
Kiuento Opranusanuu (uansiii kabunet, QUIK u T.1.);

CpemHBIIH HOCHUTENh HH(DOpPMAIMM — HOCHTENb HH(OpMAIMM, MpEeTHA3HAYCHHBIN 7S ee
ABTOHOMHOT'O XpaHEHUs W HE3aBUCHUMOIO OT MeCTa 3alUCH Hcrosb3oBaHUs (TokeH, CD, ¢uom-
HaKOTUTENb U T.1.).

VHble TepMuHBI, CHEUMAIbHO HE OIpeJelieHHble HacTosAuMMU  PexomeHnanusmu,
HCIOJIb3YIOTCSl B 3HAYEHMSIX, YCTAHOBJIEHHBIX 3aKOHAMU M UHBIMU HOPMATHUBHBIMU IIPAaBOBBIMU aKTaMU
Poccuiickoit denepaiumu.

3. Pucku nostyyeHusi HeCAaHKIMOHUPOBAHHOIO 10CTYyNAa K ycTpoiictBam Kiuenra, a
TaKKe LeJIU U 321a4M 32U ThI YCTPoiicTB KiiMeHTa 0T HeCaHKIIMOHUPOBAHHOIO 0CTYIA

3.1. 3Bagauu 3amwMTH 3amuUIIaeMol MH(QOpPMAIMM CBOIATCA K MHUHHUMHU3AIMU yiiepba u
npeaoTBPALICHHUIO KaKHuX-JIN0O BOS)IGfICTBI/IfI CO CTOPOHBI HCYITOJTHOMOYCHHBIX JIWII.

3.2.  3ammra ycrpoiictBa KireHnra - yyacTHHKA CUCTEMBI AUCTAHIIMOHHOTO OOCITYKUBaHUS OT
HECAHKI[TMOHHUPOBAHHOTO JIOCTYMa OCYIIECTBJISETCS C IEJNbI0 HCKIIOYEHUS (MUHUMM3AIUH)
BO3MOKHOCTH:

- TOSBIIGHHUS B YCTPOWCTBAX, HA KOTOPBIX YCTAHOBJEHO TMPOTPaMMHOE oOOecreueHne
TUCTAHIIMOHHOTO OOCIY)KMBaHHS BPEIOHOCHBIX TMPOTpaMM U MPOrpaMM, HaMpaBICHHBIX Ha
paspylieHue, OJOKHPOBAHUE, HAPYIICHHE PAaOOTOCIIOCOOHOCTH WM MOIU(MUKAIIUIO MPOTPAMMHOTO
obecrnieueHrss CUCTEMBI TUCTAHIIHOHHOTO OOCTY)KHBaHHUsI, TN00 HA TepexBaT HHPOPMAIIHH, B TOM YHUCIIE
MapoJIell CEKPETHBIX KITHOYEH;

- BHECEHHUs HECAHKIMOHHPOBAHHBIX HM3MEHEHHUN B TEXHUYECKHE M TMPOrPaMMHBIE CpElICTBa
Cucremsl JAUCTAHITMOHHOI'O 06CJ'Iy>KI/IBaHI/I$I, a TaKXXE€ B UX COCTaB,

- BHECCHHSI HECAHKITMOHUPOBAHHBIX U3MEHEHUN B JICKTPOHHBIC TOKYMEHTHI HIIN JJIEKTPOHHBIS
COOOIIIEHUS.

3.3. K OCHOBHBIM pHCKaM MOJy4YeHUS HECAHKIMOHUPOBAHHOTO JOCTYyIa K 3all{IaeMOin
I/IH(i)OpMaHI/II/I HCYIIOJIHOMOYCHHBIMU JIMDaMHU, B TOM YHCJIC C HUCIHOJb30BAHUECM BPCIOHOCHBIX
porpamm, OTHOCSITCS:

- pUCK coBepiieHUs (PMHAHCOBBIX omepanuii ¢ akTuBamMu KiMeHTOB, B TOM dHcle IyTeM
dbopMUpOBaHUS U OTHPaBKH OT MMeHH KimeHTa pacmopsskeHHss Ha OCYIIEeCTBICHHE (UHAHCOBOM
OTIEpaIlf¥, BKJIOYAs OTIPABKy COOOIIEHWN Ha «KOPOTKHE HOMEpa», a TaKXKe IyTeM IepexBaTa
COOOIEHNH C KOJAaMH TOJATBEPXKIEHUS, MPUXOMSIIMIMMUA Ha MOOWIBHOE YCTPOHCTBO B IIENAX
MOATBEPIKICHUS ONIEPaIl WIH TOCTYIIA K 3alUIaeMoi HHPpOpMaIum;

- PUCK COBEpIICHUS WHBIX FOPUINYECKH 3HAYMMBIX JCWCTBUN, BKIIOYas: MOAKIIOYCHUE U
OTKJIIOUYEHHE ycAayr (B TOM 4YHCIE IUIATHBIX), BHECEHHE W3MEHEHHMH B PErucTpallMOHHbIE JaHHbIE
KJII/IGHTa, HCIIOJIB30BAHUC CUYCTOB U HAXOIAIINUXCA HAa HUX AKTHBOB JJISI TPHUKPBITUA WHBIX ,[[GIZCTBHIZ,
HOCSAIIIUX MPOTUBOIPABHBIN XapaKTep, COBEPUICHUS] MHBIX IEUCTBUI MPOTUB BOJIM KineHra;
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- PUCK TOBPEXICHHUS MPOrpaMMHOTO oOecrmeueHuss KimeHTa, a Takke PHCK HCKaKCHHUS,
W3MEHEHUS, YHUUITOKEHUS WK mudpoBaHus nHGopmaiuu o0 akTuBax (IeHHbIX Oymarax, JEeHEKHBIX
cpencTBax) U puHAHCOBBIX onepanuax Kiuenros u Opranuzanum,

- pHUCK pasriameHus nHpopmanuu KOHGUACHIINATIHLHOTO XapakTepa: CBeJCHUI 00 onepanusx,
AKTHBAX, COCTOSIHUS CYETOB, MMOJKIIOYCHHBIX YCIyrax, MHOW 3HAUMMOU MH()OPMAIIUH U TIEPCOHATBLHBIX
na"gaeix Knnenra.

3.4. HecaHKIMOHMPOBAHHBIA JOCTYN K 3alIMIIaeModl MHGOpMAIMM  TPOHCXOIUT
MOCPEACTBOM YIANEHHOTO IOCTyNA K ycTpoiicTBaMm KineHnra B pe3ynbrare B3JIoMa 3alIUThl yCTPOHCTBA
WINA TIONYYEeHUsl JAHHBIX JJIS MPOBEIEHHs ONEepalyl W/WIM JOCTYyNa K 3allUIiaeMoi HH(pOpMauu
(xonbl moctyna, Koasl SMSHOATBEPkKACHUS U T.1.) C TOMOIIbIO METOOB COLIMAIbHOM UHKEHEPHUH, T.€.
METOOB JOCTyIa K 3alluiiaeMoil nH(OpMaIK, OCHOBAHHBIX Ha OCOOCHHOCTSAX TCHUXOJIOTHHU JIIO/EH
(«Dumunry, «/Jopoxnoe s6510K0», «TposHCKUII KOHB» W T.JA.), @ TaKKe BCIEACTBHE 3apaKCHUS
ycTpoiicTBa KinueHnra Bpe JOHOCHOU mpOorpaMMoOnu.

3.5. 3apaxkenme yctpoiictBa KimeHTa OCymIecTBISIETCS TakKe 4epe3 CliaM-pacchuiky SMS
i MMScoo01ienus, cCooOmeHUsT EKTPOHHOM MOYTHI, COOOIIEHHUS, B TOM YHCJIE B MECCEHKepax,
COJIepKallMX CCHUIKM Ha BHEIIHUE PECypChl, WM TpPU MEPEexXo/ie MO CChUIKAM Ha PECypChl CEeTd
«utepHer». Ilpu nepexojie Mo CChlIKaM BPEIOHOCHAs IPpOrpaMMa yCTaHABIMBAETCSI Ha YCTPOUCTBO
Kiuenra.

3.6. HauOompmmii pucK TaKMX ONEpalUil CBS3aH C TEM, YTO B PsiJie CIIydaeB BPEIOHOCHAS
nporpamMma ckpeiBaeT oT Knuenta npuxopnsmue ot Opranuzanuu yBeaomiaeHus. KiueHt, He 3Has o
HECaHKIIMOHUPOBAHHOW OTIEPALIMHU W/HMIIH TOCTYIIE K 3alIUIaeMoil HH(pOpMaIuK, He MOXKET HAIPaBUTh
B Opranuzaiuio COOTBETCTBYIOIINE BO3PAKECHUSI U MTPEceYb HECAHKIIMOHUPOBAHHBIN TOCTYII.

4. Mepbl 10 NIpeAOTBPALLEHHIO HECAHKIIMOHUPOBAHHOIO A0CTYIA K 3allMIIAeMOii
uHdopManuu, B TOM YHCJIe NIPU yTpaTte (moTepe, XuieHun) ycrpoiicrea Kiimenra, KOHTpo.110
KOH(HUIypauuu yCTpoiicTBa, H CBOCBPEMEHHOMY 00HAPYKEHHMIO BO3/1eiiCTBUS BPeIOHOCHOI
NPOrpamMMBbl.

41. Mepbl 1o O0EClEYEHHIO  3alIUThl  OT  HECAaHKLUMOHHPOBAHHOTO  JOCTyHa
HEYIIOJIHOMOYEHHBIX JIUI] K ycTpoiicTBy KimenTta ¢ kortoporo ocymectBiusercsa noctyn k CucremMam
JUCTAHIIIOHHOTO OOCITY>KUBaHHUSL.

4.1.1. Ilpm ocymectBinenuu gocryna k Cucreme IUCTaHIMOHHOTO 00CTyKUBaHUsI HEOOXO0AUMO
yJIOCTOBEPUTHCS B MPABIIIBHOCTH YKA3aHHOTO aJipeca B apeCHOi cTpoke Opay3epa (MCKIIOUUTh BBIXOA
Ha CalThl, BHEWIHE Mackupywoomuecs noj CucreMy IUCTAaHIIMOHHOTO OOCIY)XMBaHHS, a TaKkKe
yJIOCTOBEPUTHCS B HAIMYMH 3HAUKa 3alUIIEHHOI0 COeAMHEHUS (3aMOK).

4.1.2. TlepcoHanmbpHBIE CTAIIMOHAPHBIE KOMIIBIOTEPHI KiMeHTa — IOpUIMUECcKOTro JIUIa JOJKHO
pacrosaraTeCsi B IIOMEIIEHUH, B KOTOPOE HCKIIIOUEH HECAaHKIIMOHUPOBaHHBIA aoctym. [Ipu Bxoze B
MOMEILIEHUE, B KOTOPOM BX0J B CUCTEMY TUCTAaHIIMOHHOTO OOCITY)KMBaHMsI OCYIIIECTBIISIETCS B Ipoliecce
BBINOJIHEHUS cOTpyaHMKamMu KimeHta TpynoBbIX (yHKIMHA B oduce, TOHKHO OBITH YCTaHOBJIEHO
CPEJICTBO PErucTpalliM MU KOHTPOJISI JOCTyla B BHJIE€ JJIEKTPOHHOTO 3aMKa W BHUAEO-(UKcalNW;
IIOCETUTENEN BCEr/la JOJKEH COIPOBOKIATh KTO-TO U3 COTpyAHUKOB KineHra.

4.1.3. BxirodueHHOE YCTPOWCTBO HE JOIHKHO OCTAaBATHCs 0€3 KOHTPOJIS TIPY HATHYUH WHBIX JTHIT
B [TIOMEILEHUH, TT0KA IPOUCXOANT ceaHC cBs3u ¢ Opranuzanuei.

4.1.4. Kareropudyecku HE pPEKOMEHIyeTcs TMoib3oBaThesi CHCTEMOM AWCTaHIIMOHHOTO
0OCITy’)KMBaHUsI B MeCTax € MyOJIMYHBIM JIOCTYIIOM B ceTh «MHTEpHET» HM3-3a OTCYTCTBHS JOJDKHOU
CUCTEMBI OE€30MaCHOCTH B BBIIIECTIEPEUHUCICHHBIX 3aBEACHUSIX.

4.1.5. MobunbsHoe ycTpoiicTBo KimeHTa He JODKHO OCTaBIAThCA 0e3 MPUCMOTpa, YTOOBI
UCKJTIOYUTh HECAHKIIMOHUPOBAHHOE HCII0JIb30BAHNE MOOUIBHOTO MPHIIOKEHHUS.

4.2. Mepsl o obecrieueHHIo 3amUThl yCTpoiicTB KiMeHTa OT BO3/ECTBUS BPEJOHOCHBIX
MPOrPaMM.

4.2.1. He  pexoMeHayeTcs  MEpPEXOJUTh IO  CCbUIKAM  W/WIM  yCTaHaBJIMBATh
MIPUIIOKEHHUsI/00HOBICHHS Oe30macHOCTH, TIpuiIenue mo SMS/37eKTpOHHON TTOYTe, B TOM YHCIIe OT
uMeHu OpraHuszanuu.

4.2.2. Ha ycTpoiicTBO, B TOM 4YHCJE MOOWIBHOE, JOJDKHO YCTaHABIUBATHCS TOJBKO
JMIIEH3MOHHOE TpOrpaMMHOe oOecreueHre; Ha YCTPOWCTBO HE JOJDKHO —YCTaHaBIMBATbCS
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nporpaMMHOe obOecrieueHue, MOJyYeHHOE M3 COMHMTENBHBIX MCTOYHUKOB (HAampuUMep, CKauaHHOE C
($ali1000MEHHHUKOB WJIHM TOPPEHTOB).

4.2.3. Ha ycTpoiicTBO, B TOM 4YHCIE YCTPOHCTBO MOOHIJIBHOE, JOJDKHO OBITh YCTAHOBIICHO
JMLIEH3UOHHOE CPEJCTBO AHTUBUPYCHOH 3allUTHl CO CBOEBPEMEHHO OOHOBJISIEMBIMU aHTUBUPYCHBIMU
0a3aMM JTaHHBIX M TPOBEPKOW IO PACIUCAHUIO BCEX OOBEKTOB CHUCTEMBI, pabOTaTh aHTUBUPYCHOE
IporpaMMHOe oOecreueHHe JOKHO B aBTOMAaTHUECKOM DPEXKHUME; HE peXe OJHOI0 pa3a B HENENIo
JOJKHO TIPOBOJUTBHCS TOJHOE aHTHBUPYCHOE CKAaHUPOBAaHUE YCTPOICTBa; B ciaydae OOHapyKeHUs
HOJ03pUTENbHBIE (PailiIbl 1OJIKHBI OBITh YAAJICHBI, a IPU HEBO3MOXKHOCTH YAAJIEHUS — 3a0I0KHPOBaHbI;
AHTHBHUPYCHOE MIPOTPaMMHOE 00ecIieueHre He TOJDKHO OTKIIIOYAThCS HU MPU KaKUX 00CTOSTENbCTBAX;
PEKOMEH/1yeTCsl YCTAHOBUTD 10 YMOIYaHHIO MAKCUMaJIbHbII YPOBEHb IMOJIUTUK O€3011aCHOCTH, T. €. HE
TpeOyIOIIM OTBETOB 10JIb30BATENS IIPU OOHAPYKEHUU BUPYCOB.

4.2.4. Ha ycTaHOBJIEHHOE Ha yCTPOMCTBE NPOrpaMMHOE 00ecreyeHne JOHKHBI CBOEBPEMEHHO
YCTAHABJIMBATHCS OOHOBICHHMS O€30IMaCHOCTH ONEpPAIMOHHONM CHUCTEMBI YCTPOMCTBA, a TaKkKe
00OHOBJICHHsI 0€30I1aCHOCTH MPHUKIAJHOIO IPOrpaMMHOE obecrieueHue (3KenaTesIbHO B aBTOMATHYECKOM
pexumMe)

4.2.5. Ha ycrpoiictBa KineHnTa pekOMEHIyeTCsl yCTaHaBIMBATh TOJIBKO OAHY OINEpalMOHHYIO
CHCTEMY, U TOJBKO TO MPOTPAaMMHOE OOecIeYeHrne, KoTopoe HeoOxoaumo it pabotel B Cucreme
JUCTAHIIMOHHOI'O OOCIIy)KHBaHUS; Ha YCTPOWCTBO HE PEKOMEHJYyeTCsl yCTaHaBJIMBaTh IPOTPaMMHOE
o0ecrieyeHne, cojepiKaliee CpeacTBa pa3pabOTKH M OTIAJAKH TPHIOKEHHH, a TaKKe CpeACTBa,
HO3BOJISIOIINE OCYLIECTBIATh HECAHKIIMOHUPOBAHHBIM TOCTYI K CUCTEMHBIM pecypcam; M0JIb30BaTeNn
HE JIOJDKHBI 00JIagaTh IMpaBaMU JIOKAJIBHOTO aIMUHHUCTpPATOpa; HACTPOWKY ycrpoiictBa KimeHra
(ynpaBieHue NpPUBWIETMAMHU, KBOTaMH, YCTaHOBKAa IpaB JIOCTYyNa IOJb30BaTeled U T.I.) JOJDKEH
BBIMOJIHATh ~ CHELHAINCT, OOJIAAAOMUil  HEOOXOIUMBIMH HAaBBIKAMH 10  aIMHHHCTPUPOBAHUIO
KOMITbIOTEPHOM TEXHUKH U CETH;

4.2.6. Pexomenayercs coONIOAaTh OCTOPOXKHOCTh TIPU  TOJIYYEHHUH COOOIICHHWH C
daitnamupioxenusmu. Cienyer yAensiTh BHUMaHuE pacluupeHusM (aiino. daiinbl, 3apakeHHbIE
BPEIOHOCHOH IPOTrPaMMOii, 4aCTO MAaCKUPYIOTCS 101 OOBIYHBIE TpaPHUECKHe, ayIn0, BUCO (HaIbl Wi
daitnel npunoxenuit MS Office u pdf, a Takxke apXuBbl, copeprkaline BbIIIETIEPEUHCICHHbIE (aIbI.
Pexxum oToOpaxkeHus: paciimpeHuu QailioB T0JKEH ObITh BKIIIOUEH MOCTOssHHO. He pekomenayercs
OTKPBIBATh BIJIOKEHHS AJIEKTPOHHBIX MHCEM, MOJTYYEHHBIE OT HEM3BECTHBIX BaM aJpecaToB. Takue
MUChMa JIydllle HEMEUIEHHO YIAJIUTh, KaK U JI00bIe I0I03PUTEIbHBIE COOOIIEHNS.

4.2.7. 1lpu noay4eHUU U3BELIEHUH O HeI0CTAaBKE MMOYTOBBIX COOOIICHNI oOpalaiite BHUMaHUe
Ha IPUYUHY U, B CIydae aBTOMaTHYECKOI'O OMOBEILEHUSI O BO3MOKHOM OTIpaBKe BUPYCa, HEMEJICHHO
IpOBEPSANUTE YCTPOHCTBO aHTUBUPYCHON MPOTrpaMMOil Ha HaJTM4ne BPEAOHOCHBIX MPOTpaMM.

4.2.8. Ilpu ncnonp3oBaHUU Opay3epa HE MEPEXOJUTE 10 CChUIKE U HE HAKMMANTE KHOIKHA BO
BCIUIBIBAIOIMX OKHax. IlpM modydeHUM CCBHIJIOK MO SJIEKTPOHHOM MOYTe WJIM B MECCEHDKepax,
PEKOMEHAYETCSI CKOIHMPOBATh CCBUIKY, BCTaBUTh B aJPECHYIO CTPOKY HCIOJb3yeMOoro Opaysepa u
yOeauThCs, YTO a/ipec COOTBETCTBYET MHTEPECYIOIIEMY 3aIpOCYy.

4.2.9. Pexomenmyercs wu30eratb CaiTOB, KOTOpPBIE MOTYT HMETh HE3aKOHHOE W/WIIN
BpPEIOHOCHOE cozepkanue. He crenyer ycraHaBiuMBaTh M /WM COXpaHATh O€3 MpeABapUTEIbHOMN
AQHTHBHPYCHOW TPOBEPKH (ailyibl, IONydYeHHbIE W3 HEHAIE)KHBIX HWCTOYHHKOB: CKAadaHHBIE C
HEM3BECTHBIX Web-caliToB, NMpHUCIaHHBIE MO AJIEKTPOHHOM MOYTE WM IMOJyYeHHbIE M3 MHBIX paHee
HEU3BECTHBIX MOJIb30BATENI0 HCTOUHHUKOB.

4.2.10. PexoMeHnayeTcs peryssipHO BBIIOJIHATH Pe3epBHOE KOMMPOBaHKUE BaXKHOM MH(OpMAIH,
a TaKk’K€ UMETh CHCTEMHBIN 3arpy304YHbIi IUCK Ha CIIydail MO03PEHUS Ha 3apaKEHUE KOMITBIOTEPA.

4.3. Tpeboanus, mpenbsBiseMble K mapoisiMm KimeHTa, B 1ensx oOecrieueHHs 3alfuThl
uH(pOpMaLIUH.

4.3.1. Ha ycrpolicTBO JO/DKHA OBITh YCTAHOBJICHA TMapoJibHas 3allluTa Ha BXOJ B
OTIEpPAI[MOHHYIO CUCTEMY.

4.3.2. Tlpu BeIOOpE Mapois 1eIeco00pa3Ho COOMOAATh CIEAYIOIINE TPEOOBAHUS:

1) mapoJib TOJDKEH coiepKaTh He MEHee 8 CHMBOJIOB;

2) mapoJb AOJDKEH COAEpKaTh KaKk MUHUMYM 10 OJJHOMY CUMBOJTY U3 OYKB HHXKHETO M BEPXHETO
peructpa, HuGpbl U 3HAKU IPEIUHAHUS;



3) B KayecTBE MapoJisi HE JOJDKEH MCIONIB30BAThCs OJMH M TOT K€ MOBTOPSIOUIMICS CUMBOJI,
1100 KOMOMHAIUS U3 HECKOJIBKUX PSIIOM CTOSALINX CUMBOJIOB;

4) B KadecTBE MapoJisg He CIEAYeT UCIOIb30BaTh UMs, (haMUIINIO, IEHb POXKICHHS U Jpyrue
naMsTHbIE JaTbl, HOMEp TenedoHa, aBTOMOOWIS, AEBUYbI (aMMUIMI0 MaTepu U JpYrHe JaHHBIE,
KOTOpbIE MOTYT OBITH HOJOOpaHbl HEYIOJIHOMOYECHHBIMU JIMIAMH MyTEM aHain3a HMH(POpMaIuu o
II0JIb30BAaTee;

5) mapoJib OT ONepalMOHHON CUCTEMBI, a TAK)KE MapoJib it BXoJa B CucTeMy IMCTaHIIMOHHOTO
00CITy’)KUBaHUSI PEKOMEHIyeTCsl MEHATh Kaxable 45 KaJeHIApHbIX JHEH; HE PEKOMEHYeTCsl CTaBUTh
OJIMH U TOT K€ TapoJIb Ha ONEPALMOHHYI0 cucTeMy U CHCTeMy TMCTaHIIMOHHOTO 00CTY)KUBaHUS;

6) HE peKOMEHyeTCsl 3alIMChIBaTh ApOJIM Ha OYMa)kKHBIX HOCUTEJIAX WM B TEKCTOBBIX (haiiiax
Ha paboyeM MecCTe, OCTABIIATh UX B JIETKOJIOCTYITHBIX MECTaX, IIepeJaBaTh HEYIOJIHOMOYECHHBIM JINLAM;

7) He peKOMEHAyeTCs COXpaHiTh Mapoib OT joctyna K Cucreme IUCTaHLMOHHOTO
obOcyxuBaHus B Opaysepe;

8) maposib B 00s3aTeNIbHOM MOpPSAKE MOUIEKHUT M3MEHEHUIO B TOM Cllyyae, €ClId OH CTall
U3BECTEH IIOCTOPOHHEMY JIMIly WJIM Yy I0JIb30BAaTENs €CTh MOJO3PEHMs], YTO Mapojb CTal U3BECTEH
HOCTOPOHHEMY JIUITY.

4.4. TpeboBanusi mo oOecreyeHHI0O WH(GOPMAIMOHHON O€30MacHOCTH, MPENBSIBIIEMbIE K
Kiro4eBoil napopmanuu Knuenra.

441 B cnyyae wucnonb3oBaHuss KiumeHTOM Kiroya 3JEKTPOHHOM  MOANHMCH  NPU
B3anMoJieiictBun ¢ Opranuzanueil B paMKax 3akIr04eHUs U (WIK) UCIIOTHEHUS JOTOBOPOB 00 OKa3aHUU
yCIyr Ha PBIHKE LEHHBIX Oymar, KiodeBas MHPOpManus (KI0Y DJIEKTPOHHON MOIINUCH) TOJDKHA
pa3Merniatbes Ha cMeHHOM Hocutene uHdopmanuu (eToken PRO USB, Pyroken DUII 2.0 u cmaprt-
kapra eToken 'OCT). Pa3memienne kimo4eBoil MHPOPMALMU Ha >KECTKOM JMCKE KOMITBIOTEpa, Ha
KOTOpOM ycTaHoBiIeHa CucTeMa TMCTAaHLIMOHHOTO 00CITY>)KHBaHUS, 3allPeILEHO.

4.4.2. CpeMHBII HOCHTENbh HH(POPMAIIH C KII0UYEBOM HH(pOpMaIuei 10KeH ObITh YCTaHOBIICH
B CUMTBHIBAIOLIEE YCTPOICTBO TOJIBKO BO BpeMs paboThl B CucTeMe AUCTaHLMOHHOTO OOCITY>KHBaHUS.
Pa3menienne CMEHHOrO HOCHUTENSI B CUMTHIBAIOIIEM YCTPOMCTBE BHE CEaHCOB paboThl B Cucreme
JUCTAHIIMOHHOT'O OOCITY>KUBAHUS TOJDKHO OBITh MCKITIOUYEHO.

4.4.3. CpeMHBII HOCHTENb HH(OPMAIIMHU C KITIOYEBOH MH(POPMAITHEH TOIKEeH UCIOIh30BaThCS
TOJIBKO BJAJENbLEM CepTU(HUKaTa KiIoYa MPOBEPKH DSJIEKTPOHHON NOANHMCH JHOO JIULOM,
YIIOJTHOMOYEHHBIM Ha UCIOJIb30BAHNE TAKOTO CMEHHOT'O HOCUTEIS.

4.4.4. Bcst OTBETCTBEHHOCTh 33 KOH(UICHLMAIBHOCTh CEKPETHBIX KIIOUEH 3JIEKTPOHHOMN
noanucu Knuenrta nexut Ha KimeHte, kak Ha €AMHCTBEHHOM BIAJEJbIE CEKPETHBIX KIIOUen
3JIEKTPOHHOMN MOATHNCH.

4.4.5. He nonyckaercs: 1) cHUMaTh HECAaHKIMOHUPOBAHHBIE KOMHMU C HOCHUTENEH KIIIOUEBOI
uHpopManuy; 2) neperaBaTb HOCUTEIM KIOYeBOM MH(OpMAIMK JMLIaM, K HUIM He JOMYLIEHHbIM; 3)
3anychbIBaTh HA HOCUTENH KIH04YeBOW MH(OPMaLlU TOCTOPOHHIOI HHPOPMAIHIO.

4.5. CroeuuanbHble PEKOMEHIAIMH MO 00ecredeHnI0 HHPOPMAIIMOHHON 0e30MacHOCTH TpH
M0JIb30BAHNHU IPUIIOKEHUSIMU HAa MOOMIIbHBIX ycTpolicTBax Kimnenra.

4.5.1. ITlaponau (MOCTOSHHBIE M OJHOPA30Bble), MOOMIIbHBIE KOJbI JUIS BXOJa B MOOHMIIBHOE
NPUJIOKEHNE — ITO JINYHAS KOHPHUACHIIMATbHAs HH(OPMAIHSI MTOJIb30BaTENsl, KOTOpask HA NP KaKUX
0OCTOATENBCTBAX HE MOJICKUT PACKPHITHIO KOMY-JIN00, BKJIIOYasi COTPYIHUKOB Opranu3arum.

4.5.2. Kareropuuecku He PEKOMEHAYETCS COXPaHITh MOOWMIBHBIA KOJ U MIOCTOSTHHBIN Napoih
Ha MOOMJIBHOE YCTPOWCTBO, Ha KOTOPBIX 3allyCKaeTcs MOOMJIbHOE MPUIOKEHUE, MPUMEHSEeMOe s
COBeplIeHHs ((PUHAHCOBBIX ONepaIuii.

4.5.3. He pekomeHyeTcsi COXpaHITh MOOMJIBHBIA KOJI M MOCTOSHHBIA Mapojib B TEKCTOBBIX
¢aitnax Ha KOMIbIOTEpax JUOO Ha JPYTUX AJIEKTPOHHBIX HOCUTENSIX HMHGOpMAaLUU, T.K. IPU 3TOM
CYIIECTBYET PUCK UX KPAXU U KOMIIPOMETALINH.

4.5.4. Ilpn moObIX MONO3PEHUSIX HAa KOMIPOMETAIMIO MOOMIIBHOTO KOJa WM MOCTOSHHOTO
napoJisi IOCTOPOHHUMH JIMLIAMH (B T. Y. MPEJICTABUBIIUMUCS COTpyAHMKamMu OpraHu3zaiuu), ciaenyer
He3aMeUIMTENbHO 00paTuThesl B OpraHuzaiuio.

4.5.5. PexoMeHayeTcsi CBOEBPEMEHHO YCTaHABIMBATh JOCTYITHbIE OOHOBIICHHSI ONEpallHOHHON
CHUCTEMBI ¥ IPUIIOKEHUH Ha MOOMIIBHOE YCTPOHCTBO.



4.5.6. Kareropuuecku He peKOMEH]IyeTCsl B3JIaMbIBaTh MOOMIIBHOE YCTPOMCTBO, TaK KakK 3TO
OTKJIIOYAET 3alIUTHbIE MEXAaHU3MBbI, 3aJI0KCHHbIE INPOU3BOAUTENEM MOOWIBHOM mIaTGopMbl; B
pe3yibTare TakuX JACHCTBHM MOOHIBHOE YCTPOWCTBO CTAHOBHUTCS YS3BUMBIM K 3apa)XCHUIO
BpPEJIOHOCHOM MTPOTPaMMOIii.

4.5.7. PexoMeHayeTCs yCTAaHOBUTH MApOJIbHYIO 3alUTY Ha MOOMIIBHOE YCTPOWMCTBO; JaHHAs
BO3MOXHOCTb JIOCTYITHA JJIsl JIFOOBIX COBPEMEHHBIX MOJENIe MOOUIIBHBIX YCTPOMUCTB.

4.5.8. Pexomenayercs 3aBepiiaTh padOTy ¢ MOOWJIBHBIM NPUIOKEHHUEM dYepe3 3aBeplLICHHE
ceccuu.

45.9. B cnyuae HEOXHWITAHHOTO TpekpamieHus padotel SIM-kapTel TenedoHa, clemayeT
He3aMeJUIMTENbHO O0paTUThCSI K CBOEMY OIEepaTopy COTOBOM CBSA3M JUIsl OJOKMPOBKU aOOHEHTCKOTO
HoMepa M 3aMmeHbl SIM-kaptel, a Takke B OpraHuzanuio Jis BBISIBICHHS BO3MOXKHBIX
HECAHKIIMOHUPOBAHHBIX OIEparHii.

45.10.1Ipu yrpare MOOWIBHOTO YCTPOHCTBA, Ha KOTOPOE YCTAHOBJIEHO MOOHMIBHOE
INPUIIOKEHUE, CIEelyeT He3aMEUIMTENIbHO OOpaTUThCS K CBOEMY OIEpaTopy COTOBOM CBSI3U IS
omokupoBku  SIM-kapThl, 3a0JOKHPOBaTH JOCTYH B MOOWIBHOE NPWUIOKEHHE TMPH MOMOIIU
cneuvanucroB  Opranmsanmuu, a Takke B OpraHusanuio Ui BBIABICHHS  BO3MOXKHBIX
HECaHKIMOHUPOBAHHBIX ONEPALIUH.

4.5.11.1Ipu cMene HOMepa TenedoHa peKOMEHAYETCsl He3aMEeATUTENIbHO COOOIIUTh 00 3TOM B
Opranu3zanuio.

4.5.12. PekoMeHayeTcss  peryiasipHO  KOHTPOJIMPOBATb  COCTOSIHME CBOMX  CYETOB U
HEe3aMEUINTEIbHO €000IaTh coTpynHukaMm OpraHu3anuu o000 BCEX MOJO3PUTEIBHBIX MU
HECaHKIIMOHUPOBAHHBIX ONeparusiX.

4.6. [eiictBuss Kimenta mnpu  momydeHun — cooOmenuit w3 OpraHm3anmud O
HECAaHKIIMOHMPOBAHHBIX ONEpalMsX, yTpare MOOWIBHOIO YCTpoHcTBa M (WIM) KOMIIPOMETALUU
KITFOYEBOW HH(pOpMAIIHH.

4.6.1. Opranuzanus uHpopmupyer Bac, yTo: - He OCYLIECTBISET PACCBUIKY 3JIEKTPOHHBIX
IIMCEM C MPOCHOOH NpUCIaTh KIHOYH 3JIEKTPOHHO-UU(POBON MOANKCH WM MAPOJIb; - HE PACCHUIAET IO
AJIEKTPOHHOM MOYTE IPOrpaMMBbl Ul YCTAaHOBKHM Ha KOMIIbIOTEPHI KIIMEHTOB, a TakKe CCBUIKH HIIU
yKa3aHus Ha YCTaHOBKY mpuiioxenuit uepez SMS/MMS/E-mail - cooOrenust.

4.6.2. Tlo BceM ciydasM OOHapyXeHHMsS MOJO3PUTEIBHBIX WM HECAHKIIMOHHUPOBAHHBIX
omepanuii, UHbIX (HaKTOB, YKa3aHHBIX B pazzaene 4 PexkoMeHnanuii, cleayeT He3aMeIIUTETbHO
obparuTtbes B Opranusaro 1o teieponam: 8 (4725) 40-64-90, 8-800-200-31-53, 1ub0 JTUUHO SBUTHCS
B OpraHuszanuio ¢ 1eaplo OJOKHUpOBaHUS Mapojedl u (WIM) CKOMIPOMETHPOBAHHBIX KIIOUeH
3JIEKTPOHHO-IIM(PPOBOI MOANUCH € TOCIETYIOLIEH X 3aMEHOM.

4.6.3. Hu npu xakux 0OCTOATENbCTBAX HE PEKOMEHAYETCS OTBEYaTh Ha NMHUChMa, SKOOBI OT
uMeHn CHUCTEeMBbl JUCTAaHLIMOHHOTO oOciyxuBaHus, OpraHuzauuu, ¢ TpeOoBaHUAMH (TpocbOamH,
Npe/ITIOKEHUSIMI ) 3aTH Ha CalT, He MpUHAUIeKAIKK foMeny http://www.finproinvest.ru , mepecsiiath
CEKPETHBIN KJItOY, MapoJib JOCTYIA K CUCTEME MJIM CEaHCOBBIN KIIIOY, YCTAaHOBUTH Kakoe-nn6o I10 Ha
YCTPOMCTBO U T.1.; 0 (pakTe mog00HOT0 OOpalieHus ciaeayeT HeMeUIeHHO coo0uuThs Opranu3ainuu B
pabouue yacsl Opranuzanuu.

4.6.4. B crmyyae mMOCTyIUICHHsIT Ha MOOWJIBHBIA HOMep TenedoHa SMS-omoBemeHust WiH
AIIEKTPOHHOT'O COOOIIEHUS O COBEPIICHHOW OINepaluu, HEMEIJIEHHO CBs3aThesi ¢ OpraHuszanuen 1mo
YKa3aHHBIM BbIlIE Tesne(oHaM, UHBIM KaHajlaM CBSA3HM JIMOO JIMYHO sBUThCA B OpraHuzaluio, €ciu
ornepanus He Obl1a Bamu ocymecTBiena.

4.6.5. Tlpm mogo3peHrH Ha KOMIIPOMETAIMIO KIF0UYeBOH MH(OPMAINH, B CIydasX KaJIpOBBIX
NIEPECTAHOBOK Yy KJIMEHTAa — FOPUIMYECKOrO JIMIA B OTHOUIEHMM JIMI, UMEBHIMX A0ocTyn K Cucreme
JTUCTAaHIIMOHHOTO OOCITY)KMBaHUsI, KOMIIBIOTEPY U KJIF0UaM, IPH MOJO3PEHUAX B HECAHKIIMOHUPOBAHHOM
JIOCTyTe, TIpU OOHApY>KEHUH BUpyca HEOOXOAMMO HeMeUIeHHO obOpartuthess B Opranuzanuio jaubo
JUYHO SIBUTHhCSI B OpraHuzalvio ¢ 1eJbi0 OJOKUpOBaHUS mMapoyied W (WIM) CKOMIIPOMETHPOBAHHBIX
KITFOUYEH 3TIEKTPOHHO-IIU(DPOBOY MOMAIMKUCH C MOCIEAYIOIIEH UX 3aMEHOM.



http://www.finproinvest.ru/

